Perucrpanuonnbiii Ne 24

MyHuuMnaibHoe GI0XKeTHOE JOMIKO0IbHOoe 00pasoBaTebHoe yupexkaenue «JleTckuii can
Ne 15 « Ancy» r. Hypaar Peeny6inku Taraperam»

[TPUHSITO YTBEP}KL[A}O
O6mmm cobpanueM pabOTHUKOB A,JSaBe&yIOqun «}],eTcimu cax No 15 «Ancy»
«erckwuit cax Ne 15 «Ancy» B, HyraeBa
npotokon ot «Zhy L8 20/7r. N/ ar% » ﬁ? 205 Ne /25
COI'JTIACOBAHO
[pod)coro3HBIM KOMHTETOM
«[lerckuit can Ne 15 «Ancy»
IIPOTOKOJI OT «07 oy OF ZO/f T. Ne oA
~ Mogeas yrpos
B MyHHIMIAJbHOM GIOKeTHOM N0MKOJILHOM 00pa30BaTe/bHOM YUpeKIeHHH
«[dercknii cag Ne 15 « Ancy» r. Hypaat Pecny6iiuxku Tataperam»

Moyieins yrpo3 6e30macHOCTH NepCOHANBHBIX JaHHBIX (Jajee — Mojesb) npu ux o6paboTke B HH-
(bopMaIMOHHON CHCTEME TIEPCOHANBHBIX JaHHBIX (natee — VICI1/1xH) B MyHHIUNATEHOM O10/DKeT-
HOM JIOIKOJIBHOM 00pa3zoBaTeNbHOM yupesxaeHun «Jletckmit can Ne 15 «Ancy» r. Hypnar Pecny6-
muku Tatapcran» (namee — Yupexxnenne) pa3paboTaH B COOTBCTCTBHH CO CIEAYIOIIAMH PYKOBO-
nmamuMu nokymeHntamu @CBb u ®CTIK Poccun:

- «basoBas mMozenp yrpo3 6e30macHOCTH I1€PCOHAILILIX JAHHBIX IpH HX 00paboTke B
UH()OPMALIMOHHBIX CHCTEMax IICPCOHATBHLIX JANILIX». YTBepXKAEHHBIM 15 deppans
2008 rona;

— «Meronuka omnpeseneHHs akTyalbHBIX Yrpo3 0€30TMacHOCTH ITIEPCOHANBHBIX JaHHBIX
npu ux obpaborTke B MH(OPMALMOHHBIX CHCTEMax I[I€PCOHATBHBIX NAHHBIX)», YTBEp-
waéuabM 14 despans 2008 rona;

— «Meroanyeckue peKOMEHAALUK 110 00eCIeUeHnIO ¢ IIOMOLIBIO KPUNTO CPeAcTB 6e30-
[IaCHOCTH IIEPCOHANBHBIX MAHHBIX IPH MX 00paboTke B MH(OPMAIMOHHBIX CHCTEMAax
[IEPCOHANBHBIX JAHHBIX C UCIIOJIL30BAHUEM CPEJCTB aBTOMATH3ALUH», YTBEPXKACHHbIE
@®CB Poccuu 21 ¢espans 2008 r. N 149/54-144 sxiouaer:

OITUCaHHE YTPO3;
OLEHKY BEPOSITHOCTU BO3HHKHOBEHHS! YTPO3;
. OLICHKY PEAIM3yEMOCTH YTPO3;
OLIEHKY ONACHOCTH yrpo3;0pe/ielieHne aKTyalbHOCTH YIPO3.

B sakmioyeHMM JaHbl PEKOMEHJAIMU 110 Mepam 3alufiLl Ul YMEHBIIEHHS OIAaCHOCTH
aKTyalbHBIX YIpo3. )
1. Onucanue yrpo3 H OleHKa BCPOSITHOCTH HX BO3HHKHOBEHHS

Knaccnukanus HapymuTenei

Mo npusnaky npusamiexuaocta k UCII/IH Bee napyumnresn jessrcs Ha ABE TPYIIIbL:
BHCULINHEC HAPYIIHUTEIH — d)mnqecxne JIAIa, HC UMCIOLIHC 11paBa HpC[)bleHHﬂ Ha TCPPUTOPHH KOH-
TPOJUPYEMOH 30HBI, B IpeieNiax KOTopo# pasmernaercs odopy posanune MCIIIH;
BHYTpEHHHE HAPYIUUTEIN — (PrU3nueckue Jinla, UMeoLue Ipaso npcObiBaHNs HA TEPPUTOPHH KOH-
TPOJIHPYEMOH 30HEI, B IpEeNax KOTopoi pasmeaercs obopyosanne UCIT/H.

Buemnuii Hapy mmTeJib

B ka4ecTBe BHEIIHEr0 HapymwuTens HHGOpMalLMOHHOH 0€3011aCHOCTH, paccMaTpHBaeTCs
HapyIINTCIb, KOTOPBIH HE HMMEET HENOCPEICTBEHHOro [0CTYlla K TEXHHYECKHM CPEICTBAM H
pecypcaM CHCTEMBI, HaXOAAUIUMCS B TIPE/Ieax KOHTPOJIMPYEMOH 30HBL
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IIpeanonaraercs, 4TO BHEIIHUNM HAPYIIMTEIb HE MOXKET BO3JCUCTBOBATh HA 3AILUIIAEMYIO
uH(GOpMaLIMIO 1O TEXHUYECKUM KaHallaM YTeuKH, TaKk Kak 0o0beM HH(OpMalnuu, XpaHUMON u
obpabareiBacmori B ICII/IH, sBIsieTCS HENOCTATOYHBIM JJIi BO3MOXKHOW MOTHBAIlMM BHEIIHETO
HApYIIUTENS K OCYIIECTBICHHUIO JACWCTBUN, HAMPABICHHBIX YTEUKY MHGOPMAIUU 110 TEXHUYECKUM
KaHajaM YTEUKH.

[Ipeanonaraercs, 4TO BHEIIHWM HApYyUIUTENIb MOXET BO3JIEHCTBOBATH Ha 3aIUIIAEMYIO
UH(OPMALIKIO TOJIBKO BO BpPEMsl €€ Tiepeiayur 10 KaHajlaM CBSI3H.

BuyTpeHHuii HapymuTe b

Bo3MOXHOCTH  BHYTPEHHEro HapylIUTENsl CYIIECTBEHHBIM 00pa3oM  3aBUCAT  OT
NEHCTBYIOIMX B MpejaesaaX KOHTPOJIUPYEMOW 30HBI OTPAaHUUYUTENBHBIX (PAKTOPOB, M3 KOTOPBIX
OCHOBHBIM SBJIIETCSl peajn3alus KOMIUIEKCA OpPraHU3alMOHHO-TEXHUYECKMX MEpP, B TOM YHCJIE 110
non0opy, paccTaHOBKE U OOECIHEUEHHUI0 BBICOKOH MpodeccHnoHaTbHOM MOATOTOBKU KaJpoB,
JIOMTYCKY (PM3UYECKUX JIHIl BHYTPb KOHTPOJIMPYEMOM 30HBI M KOHTPOJIIO 32 MOPSIKOM MPOBEACHUS
paboT, HallpaBJICHHBIX Ha MPEOTBpAIlCHNE U MPeceYeHre HECAaHKIIMOHUPOBAHHOTO JOCTYTIA.

Cucrema pasrpanmueHus gocryma HCIIJIn oOecneunBaeT pasrpaHHueHUE IMpaB
MoJIb30BaTeNe Ha AOCTYI K UH()OPMALIMOHHBIM, IPOTPAMMHBIM, allllapaTHBIM U JPYTUM pecypcam
WCIIIH B COOTBETCTBUH C IPUHATON MOJIUTUKON HH(POPMAIIMOHHOH Oe30omacHoCTH (mpaBuiamu). K
BHYTPEHHUM HapYUIUTENISIM MOTYT OTHOCUTBCS:
agmunuctpatopsl UCII/IH (xaTeropus I);
aJIMHUHHCTPATOPBI KOHKPETHBIX MojacucteM miu 6a3 nanubix UCIIn (kateropus II);
nosb3oBarenu UCIIn (kateropus 111);

M0JIb30BATENH, SIBJSIOLIMECS BHEIIHUMH O OTHOIICHHUIO K KOHKPETHOW aBTOMAaTHU3WPOBAHHOM CH-
creme (kareropus IV);

nuia, 061aaarore BO3MOKHOCTBIO IOCTYIA K CUCTEME Mepeiayl JaHHBIX (kaTeropus V);
COTPYIHUKU YUPEXKACHUS, UMEIOIINE CAHKIIMOHUPOBAHHBIN JIOCTYI B CIY>KEOHBIX LIEISIX B IIOME-
HIeHUsI, B KOTOPbIX pa3mematorcs snemenTsl UCII/IH, HO He nMerolue npaBa JocTyna K HUM (Ka-
teropus VI);

00CIyXKHUBAKOIINH epcoHan yupexxaenus (kareropus VII);

YIOJIHOMOYEHHBIA TiepcoHan pazpadboruunkoB MCIIH, KOTOphIil Ha TOTOBOPHOM OCHOBE HMEET
IpaBoO Ha TEXHUYECKOe oOcmy)uBanue u moaudukamuto kommoneHroB MCIT/Iu (kareropust VIII).

Ha mun kareropuit | m |l Bo3iokeHBI 3aaud MO AAMUHUCTPUPOBAHUIO IMPOTPAMMHO-
anmapatHbIX cpeactB U 0a3 gaHHbIX MCIIJIH nms uHTerpauum u obecneueHus! B3aUMOAEHCTBUS
paznuuHbIX nojcucteM, Bxoaumx B coctaB MCIIJIH. AIMUHUCTpaTOpbl MOTEHIMAIBHO MOTYT
pean30BbIBaTh YIpo3bl HHPOPMAIMOHHOM Oe3onmacHocTH (nanee — UB), ncmonb3yst BO3MOKHOCTH
[0 HEMOCPEICTBEHHOMY JOCTYNY K 3alluIlaeMol MH(opmanuu, oopadaTbiBaeMoil 1 XpaHUMOU B
NCTI/[IH, a Taxke K TeXHMYECKMM M mporpaMMmHbIM cpenctsaM MCII/IH, Bkmodas cpencrsa
3alllUThl, MCMONb3yeMble B KOHKPETHbIX AC, B COOTBETCTBHM C YCTAHOBJIEHHBIMU [UIsI HHUX
aMVHHMCTPAaTUBHBIMU IIOJTHOMOYMSIMH.

OTH MA@ XOPOIIO 3HAKOMBI C OCHOBHBIMH aJITOPUTMaMH, POTOKOJIAMH, PEATU3YyEMbIMU U
UCIIOJIBb3YEMBIMA B KOHKpeTHbIX noxacucremax u MCII/IH B menom, a Takke ¢ IPUMEHSIEMbBIMU
MPUHLMIIAMU U KOHLIEIHUAMH 0€3011aCHOCTH.

[Tpeamnonaraercsi, YTO OHU MOTJIM OBl MCIIOJIB30BaTh CTaHJIAPTHOE 00OpYyAOBaHUE THOO0 IS
uaeHTU(UKAIMU ySI3BUMOCTeH, b0 g peanusanuu yrpo3 Ub. Jlannoe o0opyaoBaHHEe MOXET
OBbITh, KaK 4acThIO IITATHBIX CPEJICTB, TAK U MOXKET OTHOCUTHCS K JIETKO MOJydaeMoMy (Hampumep,
mporpaMmMHOe o0ecredeHne, MoJTyIeHHOE U3 O0IIEIOCTYIMHBIX BHEITHUX HCTOYHUKOB).

Kpome Toro, npeamnonaraercs, 4To 3TH JIMLA MOTJIM OBl pacnojaraTh CoelHaIu3UPOBAHHBIM
00opyioBaHUEM.

K munam kareropuit | w Il BBHay wux wuckmountensHoil poaun B MCIIH nomxen
MPUMEHSTHCSI KOMILJIEKC 0COOBIX OpPraHU3allMOHHO-PEKUMHBIX MEp MO UX MOA00pY, MIPUHATHIO Ha
paboTy, Ha3HAUYEHUIO Ha JOJDKHOCTh M KOHTPOJIIO BBITOJHEHHS (DYHKIIMOHAIBHBIX 00513aHHOCTEH.

[Ipenmonaraerca, yto B uuciao jauy kareropuil | u |l Oynyr BKIHOYATBHCS TOJIBKO
JIOBEPEHHBIE JIMIIA ¥ TO3TOMY YKa3aHHBIE JIUIa UCKIIIOUAIOTCS U3 YMCIIA BEPOSTHBIX HAPYIIUTEIEH.
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ITpenmnonaraercs, uro juua kareropuii |11-VIIl oTHOCATCS K BEpOATHBIM HapyLIUTEISAM.

[Tpeanonaraercsi, 4To BO3MOXKHOCTb CIOBOpa BHYTPEHHUX HapyIIUTENEH MaloBEpOSITHA
BBU/Jy IPUHATHIX OPTaHNU3ALMOHHBIX U KOHTPOJIUPYIOLIUX MEP.

IIpennosioxkenust 00 MMewIeiicss y HapymmTe st HHGpopManuu 00 00beKTax peajn3auuu
yrpos

B xauyecTBe OCHOBHBIX YypoBHeH 3HaHWM HapymuTeneii 06 AC MOXHO BBIACIUTD
W) (13 %1015 (H
oowas ungopmayus — vaGopManuu o HazHaueHus U o0mux xapakrepucrukax MCIT/IH;
IKCHIYAMAYUOHHAS uHGopmayus — AHGOPMAIHSL, TIOTyYeHHAs! U3 SKCIUTyaTallHOHHON TOKyMEHTa-
1IUH;
yyecmeumenbHas uHgopmayus — MHGOpMaIus, TOMOIHAIONIAs SKCIUTYaTallMOHHYI0 HH(OPMAITUIO
006 UCIIn (manpumep, cBeneHus u3 npoektHor qokymenTtaruu UCIIIH).

B wacTHOCTH, HAPYIIUTENID MOKET UMETD:

JJaHHblEe 00 OpraHu3aluu PaboOThl, CTPYKTYpPE U HCIHOJIb3YEMBIX TEXHHYECKHUX, IMPOTPAMMHBIX U
nporpammHo-Texuuueckux cpeacrsax UCI/In;

cBezieHus 00 nHpopmanmoHHsix pecypcax UCII/IH: mopsaok u nmpaBuia co3gaHus, XpaHEHUs U I1e-
penaun nHGOpMANNU, CTPYKTYpa U CBOMCTBA HH(POPMAITMOHHBIX TIOTOKOB;

JJaHHbIe 00 YSI3BUMOCTSX, BKJIIOYas JaHHBIE O HEJIOKYMEHTHUPOBAHHBIX (HEIEKJIapUPOBAaHHbBIX) BO3-
MO’KHOCTSIX TEXHUYECKUX, IPOrPAMMHBIX U IporpaMMHo-TexHuueckux cpeacts MCII/H;

JIaHHBIC O PEAIN30BaHHBIX B MPOTPAMMHBIX CPEACTBaxX 3amuThl uHpopMmanuu (manee — [IC3U)
IPUHLIMIIAX U aJITOPUTMAX;

UCXOJIHBIE TEKCTHI porpammuoro odecneuenus UCITIH;

CBEJICHMSI O BO3MOKHBIX KaHajaX peaju3aluu yrpos;

UH(pOpMaLKIO 0 crioco0ax peaau3aluu yrpos.

[Ipeanonaraercs, uyro uswmma kareropun Il u  kareropum IV BmameoT TOJBKO
9KCIUTyaTallMOHHOW MH(popManuel, 4To o0ecreynuBaeTcs OpraHu3aluOHHBIMU MepaMu. [Ipu stom
muna xkareropun [V He BIAACIOT MapoiIbHOH, ayTeHTHU(OUIUPYIOMEH U KII0YeBOH HWH(pOpMAaIHEH,
ucnonb3yemoit B AMIC, K KOTOPBIM OHU HE UMEIOT CAaHKLIMOHUPOBAHHOI'O I0CTYTIA.

[Ipeanonaraercs, 4To Juia Kareropuu V BIaJCIOT B TOM WM MHOW YaCTU UYBCTBUTEIIHHOU
U 3KCILTyaTallMOHHOM MH(popMalyel o cucreMe nepeaay nHpopMmauu u ooei nadopmarueit 0o
AUC, wucnonp3ylomux 3Ty CHUCTeMy Tepenadud  HMHQOpMaluu, YTo  oOecreunBaeTcs
OpraHM3alMOHHbBIMM Mepamu. llpm sToM nmna kareropun V He BIAACIOT NApOJIBHOM M
ayreHTUuUUpYyrolel nHpopmaueil, ncrnoab3zyemoii B AVC.

[Tpeanonaraercs, yro auua kareropuu VI u nuna kareropun VI mo ypoBHIO 3HaHMN He
MPEBOCXOJIAT JINLA KaTeropuu V.

[Tpeanonaraercs, uro nuna kareropuu VIl oGnanator uyBcTBUTENBHON MH(DOpMaruei 0o
UCTI[Jn u ¢dysxumonansHo opueHTupoBaHHbIX AVC, Bkimrodas uHpopManuioo o0 ysS3BUMOCTAX
TeXHUYeCKUX U nporpaMMHbiX cpeacts MCII/IH. OprannzanMoOHHBIMH MepamMH IPEIIoJaracTcs
UCKITIOUNTh Aoctyn jui kateropun VI k texunueckum u nporpammubeiM cpeactsam WCIIJIH B
MOMEHT 00pabOTKH ¢ UCIOJI30BAHUEM ITHX CPEACTB 3aIllMIIaeMOi HH(pOpMAaLHH.

Takum o6pazom, Hanbosee nHpopmupoBanabiMU 00 AUC sBisitores nuia kateropuu Il u
nuna kateropuu VIII.

Crenenbp HMH()OPMHPOBAHHOCTH HAPYIIMTENS 3aBHUCUT OT MHOTHUX (DaKTOPOB, BKIIOYAs
peannzoBanHble B JIIIY KOHKpeTHbBIE OpraHM3allMOHHBIE MEpPbl M KOMIIETEHLMIO HapyIIUTEIEH.
[ToaToMy OOBEKTHBHO OIIEHHTh OOBEM 3HAHWN BEPOATHOTO HApyIIUTENs B OOIIEM cllydae
IIPAKTUYECKH HEBO3MOXHO.

B cBf3M C U3NOXKEHHBIM, C MENbI0 CO3/IaHUSl OMNpPENEICHHOIo 3amaca IMPOYHOCTH
IPENoiaraeTcsi, YTo BEpOSATHBIE HAPYIIUTENU o0NagaroT Bced MHpopMalmei, HeoOXoaAuMon s
MOJTOTOBKU U pealM3aliy yrpo3, 3a UCKIIOYEHHEM MH(OpPMAaLUHU, TOCTYIl K KOTOPOH CO CTOPOHBI
HapyLIUTENs MCKIItoyaeTcs cucreMoi 3ammthl mHGopManuu. K takoit uHdopmarum, Hanpumep,
OTHOCHUTCS MTapoJIbHAs, AyTEHTU(PUIMPYIOIIAs U KItoueBasi HH(GopMalus.



IIpeanoJiosxkenusi 060 MMEUINXCA Y HAPYLIUTEJISA CPeICTBAX Pean3alu yrpo3

[Ipeanonaraercs, 4To HaPYLUIUTENb UMEET:
arrnapaTHbIC KOMIIOHEHTBI CUCTEMbI 3alUThI IEPCOHAIBHBIX JaHHbIX (nanee — C3I1/IH);

JOCTYIHBIE B CBOOOIHOM MpOoIaXke TEXHUUECKHE CPEICTBA U MPOrpaMMHOe 00ecrieueHue;
CHeNHaTbHO pa3paboTaHHbIE TEXHUYECKHE CPECTBA U MPOTrpaMMHOE 00ecTIedeHHE.

BuyTpeHHuii HapymuTeab MOKET UCIIOIb30BATh IITATHBIE CPECTBA.

CocraB uMerouMxcs y HapyLIMTENs CPEICTB, KOTOPbIE OH MOXKET UCIIOJIb30BATh JUJISl Peaju-
3anuu yrpo3 Ub, a Takke BO3MOKHOCTHU 10 UX MPUMEHEHHUIO 3aBUCAT OT MHOTUX (paKTOPOB, BKITIO-
Yas peaJM30BaHHBIC B YUPEKIACHUU KOHKPETHBIC OpPraHU3alMOHHBIE MEPHl, (PMHAHCOBBIE BO3MOXK-
HOCTU M KOMIIETeHLHUI0 HapymuTened. [103ToMy OOBEKTMBHO OLIEHUTh COCTaB HMEIOIIUXCS Y
HApPYLIUTENS CPEJICTB pean3aliy YIpo3 B 00IIEM CiTydae MPaKTUYeCKH HEBO3MOXKHO.

[Tostromy, nnsa cosmanust ycronuuBodl C3II[In npeamnonaraercsi, YTO BEPOSTHBIN
HapyIIUTEIb UMEET BCE HEOOXOAUMBIE JUIsl peau3alii YIpo3 CPEICTBA, BO3SMOKHOCTH KOTOPBIX HE
MPEBOCXOJAT BO3MOXKHOCTH aHAJIOTUYHBIX CPEICTB peaju3alud yrpo3 Ha uHGOpMaIHIO,
COJZIEpIKAIIYIO CBEACHUS, COCTABIIIOLINE TOCYIAPCTBEHHYIO TaliHy, U TEXHUYECKUE U IIPOrPAMMHBIC
cpencTBa, 00pabdaThIBalONIKE 3Ty HHGOPMAITHIO.

Bwmecte ¢ Tem npeanosaraeTcs, 4To HapyIUTEIb HE UMEET:

CPEJCTB MEPEXBATa B TEXHUYECKUX KaHAJIAX YTEUKH;

CPEJICTB BO3AECHCTBUS Uepe3 CUTHAIbHbIE LIETH;

CPEACTB BO3JCHCTBUS HA UCTOYHUKHU U Yepe3 LIeNU MUTaHUs;

CPENCTB BO3JCHCTBUS Yepe3 LEMH 3a3EMIICHUS;

CPEICTB aKTUBHOTO BO3/ICHCTBUS HAa TEXHUYECKUE CPEICTBA (CPEICTB OOTYUECHHUS).

[Ipenmnonaraercs, 4To HauOOJEE COBEPLIEHHBIMU CPEICTBAMU pEAIU3aLUU YIpo3 00J1aJatoT
muna kareropuu 11 u muna xareropuu VIII.

Yrpo3bl yTeUKH aKyCTHYECKO# (peueBoil) HH(popMaLuu

Bo3HukHOBEeHHE yrpo3 YyTEUKM aKyCTU4ecKoi (peueBoil) uHGOpMaLUM, CcoaepKaleics
HEIMOCPEICTBEHHO B MPOU3HOCMMOM peun mnonb3oBarens WCIIIH, npu oOpaboTke mepCcoHaTbHBIX
nannbix (manee — [1/1x) B UCII/IH, Bo3MOXHO Tipy Haymumu (yHKImiA roocoBoro BBoza [1/1x 8 MCTIIx
w GyHKIwmi Bocripon3BeneHus [1/1x akyctuaeckumu cpencrtsamu UCIT/IH.

B UCIIdn Yupexnaenus: GyHKIUU roaocoBoro BBoAa [1JIH nnm GyHKIIMM BOCTIPOU3BEICHUS
[T/IH aKkyCTHYECKMMU CPEICTBAMU OTCYTCTBYIOT.

BeposiTHOCTE peanu3anuu yrpo3sl — MaJOBEPOSITHA.

Yrpo3sl yreuku BUAOBOM HH(POPMALMU

Peanmzarmist yrpo3bl yTeuky BUIOBOH MH(OpMAIKM BO3MOXKHA 32 CUET MPOCMOTpa MH(pOpMaInH ¢
MOMOIUIbIO ONTHUYECKUX (ONTHUKO-3JIEKTPOHHBIX) CPEJACTB C SKPAHOB JUCIUIEEB U JPYTUX CPEJICTB
OTOOpaXeHHsI CPENICTB BBIYUCIUTEIHHOU TEXHUKH, WH()OPMAIMOHHO-BHIUHCIUTENFHBIX KOMILIEKCOB,
TEXHUYECKUX CPEIICTB 0OPaOOTKH rpaduueckoi, BUIe0- U OYKBEHHO-IIM(POBOM HHGOPMAIIH, BXOISIINX
B coctaB UCII/H.

B yupexxneHun BBe€H KOHTPOJIb JOCTYIAa B KOHTPOJIUpyemMyto 30HY, APM nonbs3oBaTeneit
pacnoIOKEHbl TaK, YTO MPAKTUYECKH UCKIIOUYEH BU3YaJbHBIN JOCTYNl K MOHHUTOpaMm, a Ha OKHax
YCTaHOBJICHBI KATO3H.

BeposiTHOCTB peanu3ainuu yrpo3sl — MaJ0BEPOSTHA.

[To6ounsie DnektpoMaruutHble U3nyuenus u HaBogku
Yrpo3bl yreuku HHGPOPMAIUH 110 KAHAJIAM MO00YHBIX 3JIeKTPOMATHUTHBIX U3JIYYEeHUH U
HaBoaoK (nasnee — [IDMUH)

VYrposel yreukn uH(popmarmu o kKaHaty [IOMUH, BO3MOXHBI M3-32 HAIAYMS Tapa3HTHBIX
AJIIEKTPOMATHUTHBIX U3nydeHul y anemenToB UCII/IH.

VYTpo3bl JaHHOTO KJlacca MaJIOBEPOSITHBI, T.K. pa3Mep KOHTPOJIMPYEeMOil 30HbI OOJIBIION, U
anemenTsl MCII/IH, HaxonsTcs B caMOM LIEHTpE 34aHUs U SKPAaHUPYIOTCS. HECKOIBKUMH HECYIIINMH
CTEHaMH, W Tapa3uTHBI CUTHAJ MAaCKUPYETCS CO MHOKECTBOM JPYIHMX Mapa3UTHBIX CUTHAJIOB
aneMeHToB, He Bxoasammx B UCII/IH.



Yrpo3sl yHuUTOKeHUs!, XHIeHns annapatHbix cpeacts UCII/IH HocuTeseit nagopmanun
nyreM pusudeckoro nocryna k djgemenram UCII/In
Kpaoswca nepconanvhoii s1ekmponnou evtuucaumensHou mawunot (0anee - IBM.)

Yrpo3a OCyHIeCTBIASETCS IyTeM HECaHKIMOHHPOBaHHOrO joctyma (mamee — HCI)
BHEITHUMH U BHYTPEHHUMU HAPYLIUTEISIMU B IOMEILEHUS, I1ie pacosioxeHsl dnemenTsl MCIT/IH.

B yupexneHuM BBEAEH KOHTPOJIb JOCTyHa B KOHTPOJUPYEMYKO 30HY, YCTAHOBJIEHA
OXpaHHAasl CUTHAJIM3alus, ABEPU 3aKPBIBAIOTCSI HA 3aMOK, YCTAHOBJIEHBI PELIETKH HA MEPBBIX U
MOCJIETHUX ATAXKAX 3/1aHUSA.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJOBePOsITHA.

Kpaosica nocumeneii ungpopmayuu

VYrpo3a ocymectisiercss nyreM HCJl BHEIIHMMU M BHYTPEHHMMM HapyILIMTEISIMHU K
HOCUTEJISIM HH(POPMAIIH.

B Vupexnenun BBeAEH KOHTPOJb JOCTYIIa B KOHTPOJIMPYEMYIO 30HY, YCTaHOBJIEHA
OXpaHHas CUTHAJIM3alusl, IBEPU 3aKPBIBAIOTCS HA 3aMOK, YCTAHOBJIEHBI PELIETKH HA MEPBBIX U
MOCJIETHUX ATaXax 37aHus, BEIETCS yUeT U XpaHeHUEe HOCUTeNel B ceiide.

BeposTHOCTB peanu3aiuu yrpo3sl — MaJI0BEPOSTHA.

Kpaoica knroueit u ampudymoe oocmyna

VYrpo3za ocymectBisiercs nyrem HCJ/[ BHEmIHMMHM M BHYTPEHHUMM HapyLIUTEISIMU B
MOMEILEHUS, € IPOUCXOIUT padoTa MOJIb30BaTENEH.

B VYwupexneHun BBeIEH KOHTPOJb JAOCTyla B KOHTPOJHMPYEMYIO 30HY, YCTAHOBJIEHA
OXpaHHAasl CUTHAJIM3alusl, JBEPU 3aKpPBHIBAIOTCSI HAa 3aMOK, YCTAHOBJIEHBI PEILETKH Ha IEPBBIX U
MOCIEAHUX d3Ta)xkaxX 3JaHHs, OPraHM30BaHO XpaHEHHWE KIYel B celipe M BBeleHA MOJUTHUKA
«YHUCTOTO CTOJIa».

BeposTHOCTB peanu3aiuu yrpo3sl — MaJI0BEPOSTHA.

Kpasicu, moouguxayuu, ynuumoosricenus ungopmayuu

VYrpo3za ocymectBisiercs nyrem HCJ/[ BHemIHMMHM M BHYTPEHHUMM HapyLIUTEIsIMU B
nomelneHus, rae pacnosoxenbl 3nemenTsl UCII/IH u cpeacTBa 3amiuThl, a Tak ke MPOUCXOIUT
paboTa nonb3oBaTenei.

B VYupexnenun BBeIeH KOHTPOJb JOCTyIla B KOHTPOJHUPYEMYIO 30HY, YCTaHOBJICHA
OXpaHHas CUTHAJIM3alusl, BEPU 3aKPHIBAIOTCS HA 3aMOK, YCTAHOBJIEHBI PEUIETKU Ha IEPBBIX U
MOCIEAHUX ITAXKaX 3/1aHUs.

BepoaTHOCTB peanu3anuy yrpo3sl — MaJa0BepOsITHA.

Bv1600 u3z cmpos y3noe II3BM, kananoe ceaszu

VYrpo3a ocymectBigercs nyreM HCJ| BHEIHMMHM W BHYTPEHHHMMH HApyIIMTEISMH B
MOMEIICHHUS, TJIe pacooxensl aneMeHTsl UCIIJIH 1 mpoXoasaT KaHabl CBS3H.

B VupexneHun BBEIEH KOHTPOJIb JOCTyIa B KOHTPOJIMPYEMYIO 30HY, YCTaHOBJICHA
OXpaHHasl CUTHAJM3alus, ABEPU 3aKPBIBAIOTCSI HA 3aMOK, YCTAHOBJIEHBI PEIETKH HA MEPBBIX U
MOCJIETHUX ATAXKAX 3/1aHHUA.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJ0BepPOsITHA.

Hecankyuonuposannoe omknruenue cpeocme 3auiumaol

VYrpo3a ocymectBisiercst nyreM HCJ] BHEIIHMMH M BHYTPEHHUMH HapyLIUTENSIMH B
MOMEILEHUS, T1€ pacnooxkeHsl cpenctsa 3amuTsl MCIT/IH.

B VYupexnenun BBeleH KOHTPOJb JOCTylla B KOHTPOJHUPYEMYIO 30HY, YCTaHOBJICHA
OXpaHHas CUTHAJIM3alMs, JIBEpU 3aKPHIBAIOTCS HA 3aMOK, YCTAaHOBJIEHBI PELIETKH HA IMEPBBIX U
MOCIEAHMX dTaXkax 3/1anus, noaszoBatenu UCII/In npouncTpykTiupoBansl o padore ¢ [1/]H.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJ0OBEPOSITHA.

Yrpo3sl XHILEHUS, HECAHKIIMOHUPOBAHHON MOoAM(PUKaALUKM WJIH OJTIOKMPOBAHUSA
uHpopmanuu 3a cuer HCJI ¢ npuMeHeHreM NPOrpaMMHO-aNNAPATHBIX M MPOrPaMMHBIX
CpPeaCTB.

Jeiicmeusn epedonocuwvix npozpamm (6upycoe).

[TporpaMMHO-MaTeMaTH4YECKOE BO3/IEHCTBHE - ATO BO3ACHCTBHE C MOMOIIBIO BPEJOHOCHBIX

nporpamM. IIporpamMmmoil ¢ NOTEHLHAIbHO ONACHBIMM IIOCJIEACTBUSIMU WJIH BpEIOHOCHON
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nporpaMMoil  (BUPycOM) HAa3bIBAIOT HEKOTOPYIO CaMOCTOSTENbHYIO Tporpammy (Habop
WHCTPYKIMI), KOTOpas CIIOCOOHA BBHIMOJHATH JIFOOOE HEMYCTOe IOAMHOXKECTBO CIEAYIOIINX
byHKIMA:

CKPBIBAaTh MIPU3HAKU CBOETO MPUCYTCTBUSA B IPOrPAMMHOI cpejie KOMITbIOTEPa;

00agaTh CIOCOOHOCTBIO K CaMOAYOJIMPOBAHHIO, aCCOIIMUPOBAHUIO ce0sl ¢ APYTUMH IPOrpaMMaMu
U (WIK) IEPEeHOCY CBOUX (pparMeHTOB B HHbIE 00JaCTH ONEPATUBHON MIIM BHELTHEH MaMsITH;
paspymaTh (MCKaXaTh MPOU3BOIBHBIM 00pa3oM) KOJI IPOTrpaMM B ONEPATUBHON NaMSITH;
BBIMOJHATh 0€3 MHULIUUPOBAHUS CO CTOPOHBI MOJB30BaTeNsl (MOJIb30BATENHCKON MpOrpamMmbl B
IITATHOM PEXHME €€ BBIMIOJTHCHHSI) JECTPYKTHUBHBIC (DYHKIIUU (KOMMUPOBAHUS, YHUUYTOXKEHUS, OJ10-
KHUPOBaHMUS U T.I1.);

COXpaHATh ()parMeHThl HH(POPMALIUU U3 OTIEPATHBHOM MaMSATH B HEKOTOPHIX 00JAaCTAX BHEIIHEH ma-
MSITH TIPSAMOT0 A0CTYMa (JIOKaIbHBIX WU YAAJIEHHBIX);

HCKa)XaTh MPOU3BOJILHBIM 00pa3oM, OJOKHMpOBaTh M (WJIM) MOJMEHSTH BBIBOJUMBIA BO BHEIIHIOKO
namsITh WU B KaHaJ CBSI3U MaccuB MH(opMaluy, o0pa3oBaBIIniicsa B pe3ysbTaTre paboThl MPUKIIA-
HBIX [IPOTPaMM, WM YK€ HAXOJIAIIMECs BO BHEIIHEH MMaMsSITH MacCUBBI IaHHBIX.

B Vwupexnennn Ha Bcex snemeHTax MCII[IH ycTaHoBiI€HAa aHTUBHpPYCHAs 3allUTa,
10JIb30BATEIH IPOUHCTPYKTUPOBAHBI O MEPAX MPEIOTBPAILECHHS BUPYCHOI'O 3apaXKEHMUSI.

BeposTHOCTh peanusaiuu yrpo3sl — HU3KAas.

Heoexnapuposannbvle 603M0HCHOCHU CUCIEMHO20 RPOZPAMMHO20 0becneuenus (0anee — I10) u
110 0na obpabomku nepcoHanbHbIX OAHHbBIX.

HenexnapupoBaHHble ~ BO3MOXKHOCTM ~ —  (DYHKIMOHAQJIbHbIE ~ BO3MOXHOCTH  CPEJICTB
BBIUMCIUTENFHON TEXHUKH, HE OMMCAHHBIE WM HE COOTBETCTBYIOIIME OMMCAHHBIM B JIOKYMEHTALIUH,
IpH  WCHOJIb30BaHUM KOTOPBIX BO3MOXKHO HAapyIICHHE KOH(UICHIMAIBHOCTH, JOCTYITHOCTH WX
IEJIOCTHOCTH 00pabaThiBacMor MH(OPMAIIHH.

B Vupexaenuun HET HpOrpaMMHOTO OOECIIEYeHHS, pa3padaThIBAEMOTrO COOCTBEHHBIMH
pa3paboTYNKaMK/CTOPOHHUMU CIIEIIMATUCTAMH.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJ0BepPOsITHA.

Yemanoeka 110, ne céazannozo ¢ ucnonnenuem cyHceOHvlx 00A3anHocmen

Yrpo3a ocyuiecTBisercs IyTeM HECAaHKUMOHMpPOBAaHHOM ycTaHOBKM IIO BHyTpeHHUM
HApYIIUTEISIM, YTO MOXKET MPHUBECTH K HAPYIICHUIO KOH(MUICHIMATBLHOCTH, LEIOCTHOCTH U
noctynHocty Beerd UCTIIH wnm ee 21eMeHTOB.

B VupexneHunm ocymecTBiaseTcss KOHTpoib M0 ucnonbdyeMomy 11O, mnonb3oBatenn
IPOMHCTPYKTUPOBAHbI 0 onuTHKe yctaHoBKU 10, yTBep:kaeH nepeuens pazpemieHHoro [10.

BeposTHOCTB peanu3aiuu yrpo3bl — HU3Kasl.

Yrpo3sl HenpeHaMepeHHBIX JIeiicTBHIl M0JIb30BaTe el U HapylIeHnii 0e30MacHOCTH
¢pynxkuuonnposanns UCIIAn u C3I1/Ix B ee cocTaBe u3-3a c00eB B IPOrpaMMHOM
olecreyeHNH, a TaAKKe OT CTUXHITHOTO XapaKTepa.

Ympama knroueit u ampuoymoe oocmyna

VYrpo3a ocyuiecTBisercs 3a CHET JEHCTBUS 4YeJIOBEYECKOro (akropa Ioyb3oBaTeneit
WCTI/IH, koTOopble HapyIIAOT MOJOKEHHUS MAPOIHHOW MOJUTHKE B YaCTHU MX CO3JaHUS (CO3HAr0T
JETKMEe WIM IIyCThle MapoJid, HE MEHSIOT Mapojid IO HCTEYEHMM CpOKa MX JKU3HU WIH
KOMITPOMETAIMN ¥ T.Ml.) U XpaHEeHUs (3alUCHIBAIOT MapoJid Ha OyMa)KHbIe HOCHTENH, MepefaroT
KJIFOYH JIOCTYIa TPEThUM JIMLAM U T.I1.) UJIM HE OCBEIOMJICHBI O HUX.

B VYupexnenuun BBeAeHa TapoJibHAs TOJNUTHKA, IMpeaycMaTpuBaromas Tpedyemyro
CIIOKHOCTh TapoJis W NEPUOAUYECKYI0 €ro CMEHY, BBEJEHa IOJHMTHKA «UHUCTOTO CTOJay,
OCYILIECTBIISIETCS KOHTPOJb 3a MX BBINOJHEHUEM, [OJIb30BATEIN MPOUHCTPYKTUPOBAHBI O
NapoJIbHON MOJUTHKE U O IEUCTBUAX B CIIydasix yTpaThl HJIM KOMIIPOMETAIH TapoJiei.

BeposiTHOCTB peasivzanuu yrpo3bl — HU3Kas.

Henpeonamepennas moouguxkayusa (yHuumodxcenue) ungpopmayuu compyoHuKamu

VYrpo3a ocymecTBiseTcss 3a cyeT JeMcTBUS dYeloBeYecKoro (hakropa moJb30BaTenen
NCTIlH, xOTOpble HApymIalOT TMOJOXKEHUS NpUHATHIX mpaBwin padotel ¢ WCII[AH wumu He
OCBEJIOMJIEHBI O HUX.



B  VYupexnenun ocCyIIecTBIsSeTCS pe3epBHOE KomupoBaHue oOpabarbiBaembix [1/1H,
MOJIH30BATEIN MPOUHCTPYKTHPOBaHbI 0 padote ¢ UCIT/H.

BeposiTHOCTB peaniu3anuu yrpo3sl — MaJIOBEPOSITHA.
Henpeonamepennoe omkniouenue cpeocme 3auiumaol

VYrpo3a ocCymIecTBIsIeTCs 3a CYEeT JEHCTBUS 4YeloBEYeCKOro (hakTopa IMoJb30BaTENeH
NCTIIH, KoTOpble HapyMAIOT TOJOXKEHHUS NPUHATHIX mpaBmi padotrel ¢ MCII[In u cpencTtBamu
3alIUTHl UM HE OCBEIOMJICHBI O HUX.

B Vupexnenun BBeZieH KOHTPOJIb AOCTyNa B KOHTPOJIUPYEMYIO 30HY, IBEPH 3aKPBIBAIOTCA
Ha 3aMOK, OCYULIECTBJIIETCS pa3rpaHUYEHHME JOCTyIa K HACTPOMKaM PEKHMMOB CPEICTB 3alUTHI,
MOJIH30BATEIN MPOUHCTPYKTHPOBaHbI 0 padote ¢ UCIT/H.

BeposiTHOCTB peaniu3anuu yrpo3sl — MaJIOBEPOSITHA.
Buixo0 uz cmposa annapammno-npozpammHsix cpeocme

Yrpo3a ocyliecTBIsAETCS BCIEICTBUE HECOBEPLICHCTBA alllapaTHO-IIPOTPAMMHBIX CPEJICTB,
M3-32 KOTOPBIX MOXET IPOUCXOAUTHh HAPYIIEHHE ILIEJIOCTHOCTH M JOCTYIMHOCTH 3allUIIAeMOn
uHpOpMaLnu.

B Yupexnennu ocyiiecTBisieT pe3epBupoBaHne KitoueBbiX deMeHToB UCII/H.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJ0BepPOsITHA.
Cooit cucmembul In1eKmpocHadIIceHus

VYrpo3a ocyliecTBiIseTCs] BCIEACTBUE HECOBEPIIEHCTBA CUCTEMBI 3JIEKTPOCHA0XKEHNUS, 13-32
Yero MOKeT [IPOUCXOIUTh HAPYIIEHUE IIEIOCTHOCTH U JJOCTYITHOCTH 3alIUIaeMON HHPOpMAIIHH.

B Vupexnenun ko Bcem kimoueBbiM d3iieMeHTaM MCII[IH moAKIIOYeHBI HCTOYHUKH
OecriepeOOHHOr0 MUTAHUS U OCYIIECTBIISIET PE3ePBHOE KOMUPOBAHKUE HH(OPMALIUH.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJ0BepPOsITHA.
Cmuxuiinoe 6eocmeue

VYrpo3a ocyliecTBIseTCs BCIEACTBUE HECOOIOIEHUS MEP MTOKapHON O€30MaCHOCTH.

B VYupexaenuu YCTaHOBJICHA no>KapHas CUTHAJIM3aLus, M0JIb30BaTEIN
MPOMHCTPYKTUPOBAHBI O ACHCTBUAX B CIy4yae BOSHUKHOBEHUS BHEIITATHBIX CUTYAIIUM.

BeposTHOCTB peanu3aiuu yrpo3sl — MaJI0BEPOSTHA.

Yrpo3bl npeJHaMepeHHbIX 1eiiCTBUI BHYTPEHHUX HAPYLIMTe el
Jocmyn k ungpopmayuu, moougpuxayus, yruumodricenue 1uy, He 0ONYWeHHBIX K ee 00padomke

Yrposza ocymectBiasercs nyreM HCJ[ BHeEIIHuMX HapymuTelneldl B IOMEIIEHUs, TIne
pacnionoxkeHbl aneMeHTel MCII/IH u cpeacrBa 3amuThl, a TakXkKe MPOMCXOAUT pabora
IIOJIb30BaTENEN.

B VYupexnenun BBeIeH KOHTPOJb JOCTylla B KOHTPOJHUPYEMYIO 30HY, YCTaHOBJICHA
OXpaHHAasl CUTHAJIM3alus, JBEPHU 3aKPBIBAIOTCS HA 3aMOK, YCTAHOBIIEHBI PEIIETKH Ha IEPBBIX U
MOCIIEAHUX ITAXKaX 3/1aHUS.

BepoaTHOCTB peanu3anuy yrpo3sl — MaJa0BepOsITHA.

Paszenawenue unghopmayuu, mooughurkayus, ynuumosxcenue compyoHuKamu, 00OnNYuieHHoIMU K
ee oopabomke

VYrpo3a ocymiecTBisercs 3a CUeT JEHCTBUS 4YelOBEYECKOro (Qakropa IoJib3oBaTeie
NCIIAH, KoTOpble HapyLIAlOT MOJIOKEHUS O HepasriialmleHnn oOpabdaTbiBaeMOl MHPOPMALUU WU
HE OCBEJJOMJICHBI O HUX.

B VwupexzaeHuu mnonb3oBaTeNd OCBEIOMIIEHBI O TMOpAIKe paboThl ¢ MEepCOHAIbHBIMU
JTAHHBIMHU.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJ0OBEPOSITHA.

¥Yrpo3bl HeCAHKIHOHNPOBAHHOTO IOCTYNA 10 KAHAJIAM CBSI3H
Yeposa «Ananus cemesozo mpaguxa»

Ota yrpo3a pealm3yercsi ¢ TMOMOINBIO CIEIHAIBHONW TMPOrpaMMbI-aHAIH3aTOPa ITaKETOB
(sniffer), mepexBarbIBaroIIei BCe TAKEThI, TIEpeIaBaeMbIe 10 CETMEHTY CETH, U BBIICISIOLICH Cpenn



HHUX T€, B KOTOPBIX MEPEIaloTCsl UICHTU(PHUKATOP TOJIB30BATENS U €ro Nnapoib. B xoxe peanuzanuu
YIPO3bl HAPYLIUTEIb:

uzydaet joruky padorsl UCII/IH - TO €CTh CTPEMUTCS MOTYYUTh OJTHO3HAYHOE COOTBETCTBUE COOBI-
TN, IPOUCXOJAIIMX B CUCTEME, U KOMAH/I, IEPECHUIAEMBIX IIPU ITOM XOCTaMH, B MOMEHT ITOSIBJIE-
HUS JaHHBIX COOBITUH. B nanpHeIeM 3To Mo3BOMISIET 37I0YMBIIINIEHHUKY HAa OCHOBE 33JIaHUsI COOT-
BETCTBYIOIIUX KOMaH/]I MOJIy4HTh, HAIIPUMEP, IPUBUIETUPOBAHHBIE MPaBa HA JIEUCTBHS B CUCTEME
WIM pacIiipUTh CBOU IIOJTHOMOYMSI B HEH;

MePEeXBaThIBACT MOTOK IEPEeJaBaeMbIX JAHHBIX, KOTOPHIMU OOMEHHMBAIOTCSI KOMIIOHEHTBI CETEBOU
OTIEPALIMOHHON CHUCTEMBI, JUIsl U3BJICUCHH KOH(PUICHIIMATIBHOW WM UACHTU(UKATMOHHONW HHDOP-
Maluu (HampuMep, CTaTUYECKUX MapoJied Mojib3oBaTeNeil uis AOCTyIa K yIaJleHHBIM XOCTaM I10
npotokosnam FTP u TELNET, ne npenycmarpuaronmx mmudpoBanue), ee moaIMeHbl, Moauduka-
WU U T.II.

Ilepexeam 3a nepedenamu ¢ KOHMPOIUPYEMOIL 30HbL.

BeposTHOCTB peanu3anuu yrpo3sl — MaJOBEpPOSITHA.

Ilepexeam ¢ npedenax KOHMPOIUPYEMOUL 30HbL 6HEUIHUMU HAPDYUWIUMETIAMU

B VYupexnenuu BBeIleH KOHTPOJIb JOCTYIIa B KOHTPOJIMPYEMYIO 30HY, YCTAaHOBJIEHA OXpaH-
Hasl CUTHAJIM3a1us, IBEPU 3aKphIBAIOTCS HAa 3aMOK, YCTAHOBJIEHbBI PEILIETKH Ha EPBBIX U MOCIEIHUX
3Ta)xkax 374aHusl.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJI0BEPOSITHA.

Ilepexseam ¢ npedenax KOHMPOIUPYEMOIL 30HbL BHYMPEHHUMU HAPYUIUMENAMU.

B Vupexnenun BBeA€H KOHTPOJb JOCTYNIa B KOHTPOJUPYEMYIO 30HY, YCTaHOBJIEHA
OXpaHHas CUTHAJIMW3alusl, BEPU 3aKPHIBAIOTCS HA 3aMOK, YCTAHOBJIEHBl PELIETKU Ha IEPBBIX U
MOCIIEAHUX ITAXKaX 3/1aHUS.

BeposTHOCTB peanu3aiuu yrpo3sl — MaJI0BEPOSTHA.

Yeposa «cxanupoeanue cemuy

CyuHocTh mIpolecca peaau3aldd Yrpo3bl 3aK0YaeTcs B Iepeaaude 3alpoCcoB CETEBBIM
ciyxk6am xoctoB WCIIJIH w aHaim3e oTBeTOB OT HUX. Llenb - BBISBICHHE HCIIOIB3yEMBIX
MIPOTOKOJIOB, JOCTYIHBIX MOPTOB CETEBBIX CIYyXO, 3aKOHOB (OPMUPOBAaHUS HIAECHTU(DUKATOPOB
COCIMHEHUH, ONpeNeieHne aKTUBHBIX CETEBBIX CEPBHCOB, MOJ00P MACHTU(UKATOPOB W IMapojen
I10JIb30BaTENEN.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJ0BepPOsITHA.

Yeposa eviaenenun naponei

Lenp peanuzaruu yrposbl coctoutr B nomydennn HCJl mytem mpeomosnieHus mapoibHOM
3aIUThL. 3JI0YMBIIUIEHHUK MOXET PEalM30BbIBAaTh Yrpo3y € IOMOLIBIO IIEJIOTO psla METOJOB,
TaKUX Kak MpOCTOM mepebop, mepedop ¢ HMCIONb30BAaHUEM CIELHUAIBHBIX CIOBapei, yCTaHOBKa
BPEIOHOCHOIN MporpamMMmbl JUis IepexBaTa Hapoiis, MojJMeHa JoBepeHHoro oObekra cetu (IP-
spoofing) u mepexsat makeroB (SNniffing). B ocHoBHOM I peanu3anuu yrpo3bl UCIONb3YIOTCS
CIEUAJIBHBIE NIPOTrPAMMBI, KOTOPBIE MBITAIOTCSA IMOJYYUTh JOCTYI XOCTY IYTEM IOCIEOBATEIb-
HOro nojadopa naposeid. B ciiydae ycnexa, 370yMBIIIJIEHHUK MOXKET CO37aTh AJI CE0sl «IIpOXO0a1»
Juis Oyayliero J0cTymna, KOTOpbld OyJeT JeHCTBOBaTh, Ja)e €CIM Ha XOCT€ M3MEHUTh Hapoiib
JocTyma.

BepoaTHOCTB peanu3anuy yrpo3sl — MaJa0BepOsITHA.

Yeposwl nasazvieanue noscnozo mapuwpyma cemu

JlaHHas yrpos3a peaju3yercs OJHUM M3 JIBYX CHOCOOOB: IyTeM BHYTPHCETMEHTHOTO WJIH
MEKCEeTMEHTHOTO HaBs3bIBaHUSA. BO3MOXHOCTH HaBS3bIBaHMS JIOKHOTO MaplipyTa OOyCIOBJIEHA
HE/OCTaTKaMH, MPHUCYIIMMH QJITOpUTMaM MapIIpyTHU3alMu (B YAaCTHOCTH U3-32 MPOOJIEMBI
UACHTU(DUKAIIMM CETEBbIX YIPABISIOMIUX YCTPOMCTB), B pe3ysibTaTe€ Yero MOXKHO TOMacTh,
HanpuMep, Ha XOCT WJIH B CETh 3JIOYMBIIUIEHHUKA, I/I€ MO)KHO BONTH B ONEPALMOHHYIO CPELY
TexHnueckoro cpencrsa B coctaBe MCII/IH. Peanmn3anuu yrpo3sl OCHOBBIBAETCS Ha HECAHKIIMO-
HUPOBAaHHOM HCIIOJIb30BaHUK TpoTokonoB Mapmpyrtuzanuu (RIP, OSPF, LSP) u ynpaBnenus
cerpto (ICMP, SNMP) st BHeceHHsT M3MEHEHHH B MapIIPYTHO-aJipecHble TaOomuipsl. [Ipu sToMm



HAPYIIUTETI0 HEOOXOAMMO IMOCIATh OT UMEHH CETEBOTO YIPABISIONIETO YCTPOHCTBA (HAMpUMep,
MapuIpyTH3aTopa) yIpasJsioniee COOOIICHHE.

BeposiTHOCTB peasiuzanuu yrpo3sl —MaJl0BepPOAATHA.
Yepo3vt noomenwt 0oeepennozo oovekma

Takast yrpo3a 3((eKTUBHO pean3yercsi B CUCTEMax, B KOTOPBIX MPUMEHSIOTCS HECTOHKHE
ITOPUTMBI UACHTU(UKALUU U ayTeHTU(UKAIIMU XOCTOB, Mosb3oBareneil u 1.1. [loa qoBepeHHBIM
00BEKTOM MOHUMAETCS OOBEKT CETH (KOMIBIOTEp, MEKCETEBOM 3KpaH, MaplIpyTU3aTop U T.IL.),
JierajabHO MOJKIIFOUEHHBIN K CEpPBEPY.

MoryTt OBITh BBIICICHBI JBE PAa3HOBUIHOCTH MPOIECCa pPeaTu3aliil YKa3aHHOU YTIpO3bI: C
YCTaHOBJICHHEM U 0€3 YCTaHOBJIEHUS BUPTYAIbHOT'O COEIMHEHUSI.

[Ipouecc peanuzaiuu ¢ yCTaHOBJIEHUEM BUPTYaJIbHOI'O COCIMHEHUS COCTOUT B MPUCBOCHUU
IpaB JOBEPEHHOI0 CyOBbEKTa B3aMMOJCHCTBUS, UTO TO3BOJISET HAPYILIUTENIO BECTH C€aHC PadOThI €
00BEKTOM CETH OT MMEHH, JOBEpEeHHOro cyOnekra. Peanm3arusi yrpo3sl JaHHOTO THIA TpeOyeT
IPEOJIONICHHUS] CUCTEMbl HACHTH(UKAIIMK ¥ ayTeHTUHKALMKU cooOIIeHuid (HampuMep, ataka Ish-
ciyx661 UNIX-xocTa).

[Tponecc peanuzanuu yrpo3bl 03 YCTaHOBICHHUS BUPTYalIbHOTO COEIUHEHHUS MOXET HUMETh
MECTO B CETAX, OCYIICCTBIIIONIMX HWICHTU(DHUKAIMIO TIepEIaBaeMbIX COOOIICHUN TOJIBKO II0
ceTeBoMy azpecy otnpaButesns. CyIIHOCTh 3aKJIIOYaeTCs B Iepenade CiIyKeOHbIX COOOIIEHUN OT
UMEHU CETCBBIX YIPABJISAIONINX YCTPOMCTB (HAMpUMEpP, OT HWMEHH MapIIpyTH3aTOPOB) 00
W3MEHEHUHU MapUIPyTHO-aAPECHBIX JTaHHBIX.

B pesynbraTe peanuzanuu yrpo3bl HApYIIUTENb MOJy4YaeT MpaBa J0CTYIa K TEXHUYECKOMY
cpenctBy UCII/IH - uenu yrpos.

BeposiTHOCTB peasiu3anuu yrpo3sl — MaJIOBEPOSITHA.
Bueopenue nosxcnozo oovekma cemu

Ota yrpo3a OCHOBaHA Ha MCIOJIb30BaHUU HEJOCTATKOB aJIFOPUTMOB YJaJ€HHOIO Moucka. B
ciy4yae ecind OOBEKThl CETH H3HAYaIbHO HE HMEIOT aJpecHoi uHdopMmaiuu Apyr o Apyre,
UCIIONIB3YIOTCS PA3JIMYHbIC MPOTOKOJBI yiajdeHHOro mnoucka (Hampumep, SAP B cersx Novell
NetWare; ARP, DNS, WINS B cersax co crekom mnpotokosioB TCP/IP), 3akmodarommecs B
nepeave 1mo CeTH CIEIUAIBHBIX 3aIPOCOB U MOJMYYCHUH HAa HUX OTBETOB C UICKOMOU HMH(OpMAITUCH.
[Tpu 3TOM CyIIeCTBYeT BO3MOXKHOCTH IepexBaTa HapyIIMTEJIEM IMOMCKOBOTO 3ampoca U BbIIa4H Ha
HEro JIOHOTO OTBETa, HCIIOJIB30BAHUE KOTOPOTO TIPUBEIET K TpeOyeMoMy HM3MEHEHUIO
MapIIpyTHO-aJPEeCHbIX JaHHBIX. B manmpHeilileM Bech MOTOK HH(POPMAIUH, aCCOIMHUPOBAHHBINA C
00BEKTOM-)KEPTBOM, OYAET MPOXOIUTH YePEe3 JIOKHBINA OOBEKT CETH.

BeposTHOCTh peanuzaiiiv yrpo3sl — MaJ0BEePOSITHA.
Yepozvt muna «Omkas é oocayncusanuuy

OTU yrpo3bl OCHOBaHBI Ha HEJOCTaTKaX CETEBOr0 MPOTPAMMHOIO OOECIeYeHHs], €ro
YS3BUMOCTSIX, TO3BOJISIFOIIUX HApPYIIMTENIO CO3JaBaTh YCJIOBHS, KOT/Aa OIEpalMOHHAas CHCTEeMa
OKa3bIBAETCSI HE B COCTOSIHUU 00pa0aThIBaTh MOCTYMAIOIIUE TAKETHI.

MoryT OBITH BbII€TIEHBI HECKOJIBKO PA3HOBUAHOCTEHN TaKUX yrpo3:
CKPBITBIM OTKa3 B 0OCTy>KMBaHWU, BbI3BaHHBIN mpuBieueHueM yactu pecypcoB MCII/In Ha obpa-
0OTKy MaKeTOB, MEPEIABAEMBIX 3JIOYMBIIIUICHHHKOM CO CHHUXEHHUEM IPOIYCKHONW CIIOCOOHOCTH Ka-
HAJIOB CBSI3U, MPOU3BOJAUTEIHHOCTH CETEBBIX YCTPONCTB, HApYIIIEHHEM TpeOOBaHH K BpeMEeHH 00-
paboTku 3anpocoB. [lpuMepamu peanuszanuu yrpo3 noJoOHOr0 pojia MOTYT CIYXHUTh: HalpaBJeH-
HBIA TOPM 3X0-3ampocoB o npotokony ICMP (Ping flooding), mropM 3ampocoB Ha ycTaHOB-
aenne TCP-coemunennii (SYN-flooding), mropm 3anpocos k FTP-cepBepy;
SBHBIN OTKa3 B 0OCITy>KMBaHWUHU, BbI3BaHHBIN ncuepnanueM pecypcoB MCIIIn npu 06paboTke make-
TOB, TIEPE/IaBAEMBIX 3JIOYMBIIINICHHUKOM (3aHSATHE BCEH TMOJIOCHI MPOMYCKaHUs KaHAJIOB CBSI3H, T1e-
pEToTHEeHEe ouepe/iel 3alpocoB Ha 0OCITyKMBAaHUE), IPU KOTOPOM JIETAIbHBIE 3alPOChl HE MOTYT
OBITH IIEpEaHbl Yepe3 CEeTh U3-3a HEJAOCTYITHOCTH CpeJibl epeaayu, MO0 MoyyarT 0TKa3 B 00Cy-
JKUBAHUU BBU]Y TIEPEIIOJIHEHHUsI OYepeiei 3apocoB, TUCKOBOTO MPOCTPAHCTBA MaMsITH U T.1. [Ipu-
MEpaMH YIpo3 JIAHHOTO THIIa MOTYT CIIY’)KHTh IITOPM MmUpokopemaTebHbIX |CMP-3x0-3ampocos
(Smurf), nanmpaBnennsiit mropm (SYN-flooding), mropm cooOrienunii mouroBoMy ceppepy (Spam);
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SIBHBIM OTKa3 B 0OCITY>KUBAaHHH, BHI3BAHHBIN HApYIICHHEM JIOTHUECKOW CBSI3HOCTH MEXIY TEXHUYE-
ckumM cpeactBamu MICIT/IH npu mepenave HapyImIMTesIeM YIPAaBISIONIMX COOOIIEHUN OT UMEHH Ce-
TEBBIX YCTPOMCTB, MPUBOAAIINX K U3MEHEHUIO MapIIPyTHO-aJApECHBIX NaHHBIX (Hampumep, ICMP
Redirect Host, DNS-flooding) wiu nanentudukannoHHo#i 1 ayTeHTH(HUKAIHOHHOM HHPOPMAIIHHT;
ABHBI OTKa3 B OOCIY)KMBaHHM, BbI3BaHHBIN IEperadyeil 3J0yMBIIUIEHHUKOM IIAKETOB C HECTaH-
JapTHeIMU atpubyTamu (yrpossl tumna «Landy, «TearDrop», «Bonky, «Nukey, «UDP-bomby) nmn
UMEIONIMX JUIMHY, TPEBBIIIAIONIYI0 MAKCUMAIIBHO JOMYyCTHUMBIN pa3mep (yrposa tuma «Ping Deathy),
YTO MOXKET IMPHUBECTU K COOI0 CETEBBIX YCTPOMCTB, Y4acCTBYIOIIUX B OOpabOTKE 3ampocoB, Mpu
YCIIOBHHM HAJIMYMS OIIMOOK B MPOrpaMMax, pealu3yroIuX MPOTOKOJIBI CETEBOI0 0OMEHa.

Pe3synbrarom peanuszali JIaHHOM Yrpo3bl MOXKET CTaTh HapylIeHUE pabOTOCIMOCOOHOCTH
COOTBETCTBYIOIICH CITy»)ObI mpenocTaBieHust ynaineHHoro gocrymna k [1In 8 UCII/JIH, nepenaua c
OJTHOTO a/Ipeca TaKOro KOJMUYECTBA 3alIPOCOB Ha MOJKIIOUEHUE K TEXHUYECKOMY CPEJICTBY B COCTaBe
NCIIH, KOTOpOe MaKCUMaJIbHO MOXKET «BMECTHTH» TpapuK (HAIpaBICHHBINA «IITOPM 3aIIPOCOBY),
YTO BJIEUET 3a COOOW NEperoJIHeHWEe OYepeIu 3alpocoB U OTKA3 OJIHOM M3 CETEBBIX CIIYKO MU
nosiHass octaHoBka WCIIJIH u3-3a HEBO3MOXXKHOCTH CHCTEMBI 3aHMMATbCS HUYEM JIPYIHM, KpoMme
00paboTKH 3aMmpoCoB.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJ10BepPOsITHA.

Yepo3zwvl yoanennozo 3anycka npunoscenuii

VYrpo3a 3akimoudaercs B cTpemiienud 3anyctuth Ha xocte MCII/In pasznuunble npenBapu-
TEJIbHO BHEIPEHHBIE BPEIOHOCHBIE MPOTPAMMEBI: IPOrPAMMBI-3aKIa/IKH, BUPYCHI, «CETEBBIC IIMHUO-
HBI», OCHOBHAs IEJIb KOTOPBIX - HapylIeHHE KOH(PHICHIHATHHOCTH, I[EIOCTHOCTH, OCTYITHOCTH
uH(pOpMallMK U TIOTHBIA KOHTPOIb 3a paboToi xocta. Kpome TOro, BO3MOXKEH HECaHKIIMOHUPOBAH-
HBIN 3aIlyCK MPUKJIAJHBIX IPOTrpamMM IM0JIb30BaTENeH ISl HECAaHKLIMOHUPOBAHHOI'O TIOJYyUYEHMsI HEOO-
XOJUMBIX HApYIIUTENIO JaHHBIX, JUIS 3alyCKa YIPaBIIeMbIX MPUKIAIHON MPOrpaMMON MPOIECCOB
u J1p.

Briaensitor Tpu mojakiacca JaHHBIX YTpo3:
pacnpocTpaHneHue GaiiioB, CoaepKaIIUX HECAHKITMOHUPOBAHHBIN HCIIOTHICMBIN KO,
yIaJeHHBIN 3allyCK MPUIIOKEHUS MyTEM MepenoiHeHus oydepa npuioKeHuii-cepBepoB;
yJaJeHHbIN 3allyCK IPUIOKEHHS MyTEM HCIOJIb30BaHHUS BO3MOXKHOCTEH YJAJIEHHOIO YIIpaBJICHUS
CUCTEMOH, MPEOCTABISEMBIX CKPBITHIMH MPOTPAMMHBIMU U allapaTHBIMU 3aKiaJKaMu, 100 HC-
M0JIb3YEMBIMU ITAaTHBIMU CPEICTBAMH.

Tunosble yrpo3bl NEPBOrO M3 YKa3aHHBIX IOJKIACCOB OCHOBBIBAIOTCS HA AKTHBM3ALMH
pacnpocTpaHsieMbIX (aiiyoB npu ciaydyaiiHOM oOpamieHuu K HuM. [Ipumepamu Takux QaiisoB MOTyT
CIIY’KUTh: (ailiibl, cofeprKalre UCIOTHIEMbIH KO B BUJ] JOKYMEHTBI, COZIEpyKalliiie UCTIONHAEMbIN KO
B BUJIe eMeHToB ActiveX, Java-anmieToB, HHTEPIPETHPYEMbIX CKPUITOB (HAIpUMeEp, TEKCThI Ha Ja-
vaScript); daiinbl, comepkariie HCIOMHsEMble KOmpl mporpamm. JIjis pactipocTpaHeHust (aiiioB MOTYT
WCTIOJB30BATHCA CITYXKOBI SJIEKTPOHHOM TIOUTHI, Tiepeaun (haiiyioB, CeTeBOM (aiIoBOM CUCTEMBI.

ITpn yrpozax BTOpOro IHOZKJIACCA WCIOJIB3YIOTCS HENOCTATKU NMPOTrpaMM, PEAIM3YIOLIMX CETEBbIE
cepBUCHl (B YAaCTHOCTH, OTCYTCTBHE KOHTpPOJsI 3a mepenoiHeHueM Oydepa). Hactpoiikoil cucTeMHbIX
PETUCTPOB MHOTZA YAAECTCS TNEPEKIIOYUTH MPOLIECCOP IOCIE NPEPHIBAHMs, BBI3BAHHOIO IEPENIOIHEHUEM
Oydepa, Ha UCTTONTHEHHE KOJIa, COZIEprKaIIerocst 3a rpanwiiei Oydepa. [Ipumepom peanmizaipy Takod yrpo3bl
MOJKET CITyKUTh BHEJJPEHHE IIIMPOKO U3BECTHOTO «BHUpYyca Moppucay.

Ipu yrpo3ax TpeTbero nojxiiacca HapyIuTeSIb UCTIOIB3YET BO3MOXKHOCTH YIAJIEHHOTO YIPABIICHHS
CHCTEMOM, TIPEAOCTABIIAEMBIE CKPBITHIMU KOMIIOHEHTAMH (HAPUMED, «TPOSTHCKMMMW» IPOrpaMMaMi THUIIA
Back. Orifice, Net Bus), 1160 mTaTHbIMA CPEICTBAMH YIIPABICHHUS M aJIMHHACTPUPOBAHUS KOMITBIOTEPHBIX
cereii (Landesk Management Suite, Managewise, Back Orifice u T. 1.). B pe3ysbTare ux Ucnosb30BaHusI
yaaercsi JOOUThCS YIaJIEeHHOTO KOHTPOJIS HaJl CTaHLIHEH B CETH.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJOBEPOSITHA.

Yepo3zwvl enedpenus no cemu epedonocnvix npozpamm

K BpenoHOCHBIM mporpamMmam, BHEAPSEMBIM IO CETH, OTHOCSTCS BUPYCBI, KOTOPBIE IJIf
CBOET0 pAaCHpOCTPAHEHUS AaKTHBHO HCIOJIB3YIOT MPOTOKOJIBI M BO3MOXHOCTH JIOKAJIBHBIX U
rio0anbHbIX ceTeid. OCHOBHBIM HPUHIUIIOM pPabOThl CETEBOrO BUpPYCa SIBISETCS BO3MOXKHOCTh

10



CaMOCTOSITENILHO ~TIepelaTh CBOW KOJ Ha YyHOaJeHHBIM cepBep WIM pabodyio CTaHIHMIO.
«IlonHOLIEHHBIE» CETEeBBbIE BUPYCHI MPU STOM OO0JIAJAIOT €II€ U BO3MOXHOCTHIO 3alyCTUTh Ha
BBIIIOJIHEHME CBOM KOJ Ha YJAJICHHOM KOMIIBIOTEPE WIIM, 10 KpaWHEH Mepe, <«IIOATOJKHYTH)
MOJIb30BATEN K 3aITyCKY 3apa)KeHHOro (aiina.

BpenonocHbME porpamMmamu, odecrieunBarommu ocyiectsieane HCJI, MoryT ObITh:
IpOrpaMMbI 110A00pa U BCKPBITUS TAPOJICH;
IIPOrPaMMBl, PEATIM3YIOLIUE YIPO3BI;
[IPOrpamMMbl, JEMOHCTPUPYIOLIUE HCIOJIb30BaHUE HENECKIAPUPOBAHHBIX BO3MOKHOCTEN MPOrpaMMm-
HOTO U IporpammHo-anmnapataoro odecneuenus UCIIn;
IIPOrpaMMbI-T€HEPATOPbl KOMIIBIOTEPHBIX BUPYCOB;
IPOTPaMMBI, IEMOHCTPHPYIOIIUE YSI3BUMOCTH CPEJICTB 3AIIUTHI HHPOPMALIUU H JIP.

BeposTHOCTB peanu3anuu yrpo3sl — MAJI0BEPOSTHA.

1.1. Hcxonnwblii yposens 3amumennoctu UCIIIn

[Ton oOuIMM ypOBHEM 3aIUIIIEHHOCTH MOHUMAETCsI 0000IIEHHBIH MOKa3aTesb, 3aBUCIIHMA
OT TEXHUYECKUX M IKCIUTyaTalmoHHbIX Xapakrepuctuk MCIT/Iu (Y1),

B Tabnuiie npeacTaBiaeHbl XapaKTEPUCTHKU YPOBHS UCX0MHOM 3amuieHHocty st UCITIx
OpraHu3alIiu.

Tabmuna 1 — VicxonHblid ypoBEeHb 3alIMIICHHOCTH

YpoBeHb 3alMIIIEHHOCTH
Ne TexHnveckue u dKCIUTyaTallMOHHBIE TICTI TICTH TICTI
n/m XapaKTePUCTUKU Hu__ Hu__ Hu__
1 | Ilo TeppuTOpHaTBEHOMY Pa3MELICHHIO 0 0 0
2 | Ilo HAaTM4MIO COETMHEHUS C CETSIMH O0IIEeTO 5 5 5
10JIb30BaHHS
3 | Ilo BCTpOCHHBIM (JIETTBHBIM) OTIEPALIUSIM C 0 0 0
3anKcsAMU 0a3 MEPCOHAIBHBIX JAHHBIX
4 | Tlo pa3rpaHHueHUIO JOCTYIA K MEePCOHATBHBIM 0 0 0
JTAHHBIM
5 | Ilo Hanmuuuio CoeMHEHUH ¢ ApyruMH Oa3zamu 0 0 0
I111 naeix UCTIdn
6 | [To ypoBHio (06e3nuumnBanus) [1/{x 5 5 5
7 | ITo o6bemy I1/1H, KOTOpBIE MTPETOCTABIAIOTCS 0 0 0
ctopoHHUM mosib3oBaretsm MCIIIn 6e3 mpen-
BapUTEJIbHOM 00pabOTKH

1.2. BepositHocth peanm3zanun YBIIIn

[Tox BEpOSATHOCTBIO peaau3allii yIpo3bl IOHUMACTCS ONPEISISIEMbIH SKCIIEPTHBIM TTyTeM
MOKA3aTesl, XapaKTePU3YIOLTHii, HACKOJIBKO BEPOSITHBIM SIBIISIETCS pean3alus KOHKPETHOU yTrpo-
3b1 Oe3onacHocTy [11x nnst UCTI/IH B CKIaApIBArONIUXCS YCIOBUSX OOCTAaHOBKH.

UYucnosoii koddduimeHT (Y3) s OLEHKA BEPOSTHOCTH BO3SHMKHOBEHHUS yTPO3bI ONpejie-
JsIeTCs 110 4 BepOaTbHBIM I'PAIAIUsAM 3TOTO TIOKa3aTelIs:
MAaJIOBEPOSITHO - OTCYTCTBYIOT ~ OOBEKTHBHBIE  MPEANOCHUIKH ISl OCYIIECTBICHUS YTPO3bI
(Y2=0);
HHU3Kasi BEPOSITHOCTh - OOBEKTHBHBIC MPEANOCHUIKU IS peai3alliid yrpo3bl CYIIECTBYIOT, HO
NPUHSTHIC MEPBI CYIIECTBEHHO 3aTPYAHSIOT ee peanu3anuio (Y2 = 2);
cpe/Hsisl BEPOSITHOCTh - OOBEKTHUBHBIC MPEANOCHUTKH AJI peaTn3alliil yrpo3bl CYIIECTBYIOT, HO
NpUHATBEIE MephI oOecnieuenus 6e3omacHocTu [1/IH Hemoctatouns (Y, = 5);
BBICOKAsl BEPOSITHOCTD - OObEKTUBHBIC MPEANIOCHUIKHI IS PEATU3AIMH YIPO3bl CYIIECTBYIOT U Me-
pbI 1o obecnieueHuto 6e3onacuoctu [1/{n e mpunsToI (Y, = 10).
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[Tpu 06paboTtke nepconanbHbIX AaHHBIX B MICII/IH MOXHO BBIAECTUTH CIEAYIOLINE YTPO3bI:
1.3. PeanuszyemocTth yrpo3
[To uToram oreHKH ypoBHS 3amuineHHOCTH (Y1) ¥ BEpOATHOCTH peanu3anuu yrpossl (Y2),
paccuuThiBaeTcs KO3 HUIHMEHT peaausyeMoctd yrpo3bl (Y) ©  ompenensieTcs BO3MOKHOCTD
peamuzanuu  yrpo3el.  Koadduiment peammsyemoctd  yrpo3sl Y  OyAeT  ONpenensThes
coornomenueM Y = (Y1 + Y3)/20. Onenka peanuszyemoctu Y BITJ{H npeacrasiena B TabIuIie.
Tabmuua 2 — Peanmuzyemocts YBII/IH

Koappurment
G Bo3moxxHOCTh

Tun yrpo3 6e3onacHoctu 1/ peanu3yeMoCcT!

peanzanuu
yrpo3sl (Y)

1. Yrpo3sl OT yTEUKH 110 TEXHUYECKUM KaHAJIaM.
1.1. Yrpo3bl yreukn aKycTHIeCKOW HH(POpMAITHH 0 HU3KAast
1.2. Yrpo3sl yTeuKku BUAOBON HHPOPMAITUU 0 HU3Kas
1.3. Yrpo3sl yreukn uapopMmanuu 1o kanaiam [IOMUH 0 HU3KAast

2. YTpo3bl HECAaHKITMOHUPOBAHHOTO JIOCTYIa K MHPOPMALIUH.

2.1. Yrpo3sl yHudToxKeHus, xuiienus annapatubix cpeacts UCIIIn nocuteneit nndopmanuu
myteM (u3ndeckoro gocrymna k anemenram UCI{a

2.1.1. Kpaxa [I9BM 0 HU3Kas
2.1.2. Kpaxka HocuTeneit uHbopmarmm 0 HU3Kast
2.1.3. Kpaxa kiroueit 1 arpubyTOB J10CTyNa 0 HU3Kas
2.1.4. Kpaxu, Mmoaudukanuy, yHHUTOXKEHUS HHPOpMa- 0 HU3Kas
LIUU

2.1.5. BeiBox u3 crpost y3io0B [IDBM, kananos cBsizu 0,3 CpeaHsis
2.1.6. HecaHKIIMOHUPOBAHHBIHN JOCTYI K HHPOPMALIUU 0 HU3Kast
IIPU TEXHUYECKOM 00CITYKMBaHUU (PEMOHTE, YHUUTOXKe-

Hun) y3nos [I9BM

2.1.7. HecaHKIIMOHUPOBAHHOE OTKJIIOUEHHUE CPEACTB 3a- 0 HU3Kasi
IIUTHI

2.2. Yrpo3bl XUIIEHUs, HECAHKIIMOHUPOBAHHOM MOIM(UKAIIMH WIH OJIOKMPOBAaHUS HHPOPMALIUU
3a c4yeT HecaHKUKHOHUpoBaHHOTrO foctyna (HCJI) ¢ mpumeHeHneM mporpaMMHO-anmnapaTHbIX U
IIPOrPaMMHBIX CPEACTB (B TOM YHCIIE IPOrPaMMHO-MaTeMaTHYECKUX BO3ACHCTBUI).

2.2.1. JlelicTBHs BpEAOHOCHBIX NTPOTrpaMM (BUPYCOB) 0,3 cpenHss
2.2.2. HepexiiapupoBaHHBIE BOBMOKHOCTH CHCTEMHOTO 0 HU3Kas
I10 u I1O st 06paboTKM EPCOHATBHBIX TaHHBIX

2.2.3. YcranoBka 10 He cBA3aHHOTO C UCIIOJIHEHUEM 0 HU3KAast
CITy€OHBIX 00s13aHHOCTEN

2.3. Yrpo3bl He IpeJHaMEPEHHBIX IeHCTBUI NOJIb30BaTENEH 1 HapyILeH!H 6e30macHOCTH PyHK-
uuonuposanust UCI1JIa u C3I1/Ix B ee cocTaBe n3-3a cOOEB B MPOrPaMMHOM OOECTIICUCHHH, a
TaKXe OT yrpo3 HEaHTPOIIOT€HHOT' 0 (cO0EeB amnmaparypsl U3-3a HEHaIe)KHOCTH 3JIEMEHTOB, COOEB
AJIEKTPONUTAHUS) U CTUXUITHOTO (YapOB MOJIHUH, MOXKapOB, HABOJHEHUH U T.1II.) XapakTepa.

2.3.1. Y1para xitoued ¥ aTpuOyTOB J0CTyNa 0 HU3Kas
2.3.2. Henpeanamepennas Mmoaudukanus (YHUUTOXKe- 0,3 cpenHss
Hue) MHQOpMAaIMK COTPYIHUKAMU

2.3.3. HenpennaMepeHHOE OTKIIIOUEHHE CPEJICTB 3allIUThI 0,3 CpenHsis
2.3.4. Beixop u3 CTpOs ammapaTHO-TIPOTPaMMHBIX 0,3 CpemHsis
CpeACTB

2.3.5. COoii cucTemMbl AJIEKTPOCHAOKEHHS 0.3 cpenHss
2.3.6. CtuxuiiHoe Ge/icTBHE 0 HU3Kasi

2.4. Yrpo3bl IpeJHaMEPEHHBIX ACHCTBUN BHYTPEHHUX HAPYUIUTENIEH
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2.4.1. Joctyn k uHbOpMaIuu, MoauduKaIys, yHUITO- 0 HU3Kas
JKEHHE JIUI] He JIOMYIIEHHBIX K ee 00paboTKe

2.4.2. Pazrnamenue napopManuu, MoauduKaIus, yHH- 0 HU3Kast
YTOXKEHUE COTPYTHUKAMH JOMYIICHHBIMH K €e 00paboT-

Ke

2.5.Y1rpo3bl HECAHKIIMOHUPOBAHHOI'O JJOCTYIA MO KaHaJaM CBSI3H.

2.5.1.Yrpo3a «AHaim3 ceTeBOro Tpaduka» ¢ IepexBaToM 0 HU3Kast
nepeaaBaemoit 3 UCIIIH u npuHrMaeMol U3 BHEITHUX

cereil nHdopmanuu:

2.5.1.1. IlepexBat 3a nepenenaMu ¢ KOHTPOJIUPYEMOM 0 HU3Kas
30HBI

2.5.1.2. IlepexBat B npejiesax KOHTPOIUPYEMOM 30HBI 0 HU3Kas
BHEUTHUMH HAPYIITUTEISIMHU

2.5.1.3.IlepexBar B npeaesiax KOHTPOJIUPYEMOM 30HbI 0 HU3Kast
BHYTPEHHUMU HAPYIIUTEIISIMU.

2.5.2.YTpo3bl CKAaHUPOBAHMUSI, HAITPABJICHHBIC HA BBISB- 0 HU3Kast
JIEHWE TUTIA UIN TUIIOB UCTIOIb3YEMbIX ONEPAIIMOHHBIX

CHUCTEM, CETEBBIX agpecoB padounx cranuuii UCI1/IH,

TOTIOJIOTUH CETH, OTKPBITHIX IIOPTOB U CITY’KO, OTKPBITHIX

COCAMHEHUH U Ap.

2.5.3.Y1po3bl BRISIBICHUS TAPOJIEH 10 CETH 0 HU3Kas
2.5.4.Y1po3bl HaBSI3bIBAHKUE JIOKHOTO MapIIPyTa CETH 0 HU3Kas
2.5.5.Yrpo3bl IOAMEHHI IOBEPEHHOTO 00HEKTa B CETU 0 HU3Kas
2.5.6.Y1po3bl BHEIpEHHUSI JTO)KHOTO 00bekTa kak B IC- 0 HU3Kas
[1/IH, Tak ¥ BO BHEIIHUX CETAX

2.5.7.Yrpo3sl Tuna «OTKa3 B 00CITy)KMBAHUN» 0 HU3Kast
2.5.8.Y1po3bl yAaJIEHHOTO 3aIyCKa MPHIIOKEHUN 0 HU3Kas
2.5.9.Y1po3bl BHEIPEHHUSI 110 CETU BPEIOHOCHBIX MTPO- 0 HU3Kas
rpamMm

1.4. Ouenka onacHoOCTH yrpo3

Onenka onacHocty YBIIJIH mpou3BoauTCs Ha OCHOBE ONpOCa CHEHUATMCTOB IO 3aIUTE
uHpOpPMALlUM U OIpeJeNseTcss BepOaJbHBIM I[OKa3aTeleM ONAacHOCTH, KOTOPBI HMeeT TpHu

3HAUYCHUA:

HHU3Kafl OMACHOCTD - €CJIM pC€ain3anusa Yyrpo3bl MOXKET IIPHUBECTU K HE3HAUYNUTECIbHBIM HETAaTUBHBIM

MNOCICACTBUAM JJIsA Cy6’BCKTOB NECPCOHAJIBHBIX JAHHBIX;

CpeaHdAsA OMACHOCTDb - €CJIM pCain3anua Yrpo3bl MOXKET MPUBECTU K HETATUBHBIM ITOCJICIACTBUAM

JUIA CY6T)€KTOB NEPCOHATIBHBIX JAHHBIX;

BBICOKAAA OMACHOCTDb - €CJIM p€ain3alrsd YIrpO3bl MOXKET IMMPUBECTHU K 3HAYUTEIIbHBIM HETATUBHBIM

MNOCICACTBUAM JJIsA Cy6’BCKTOB NEPCOHANIBHBIX JAHHBIX.

Onenka omacuoctu YBIIJIH mpencraiena tadbnuie.

Ta6muma 3 — OnacHocts YBIT/H

Tun yrpo3 6e3onacuoctu [1/1xn

OmacHOCTb
yrpo3bl

1. Yrpo3sl OT yTeukH 110 TEXHUYECKUM KaHaJIaM.

1.1. Yrpo3sl yreuku akycTudeckoil nHpopmanuu

HU3KaA OIIaCHOCTb

1.2. Yrpo3sl yTeuku BUAOBON HHPOPMAITII

HHU3Kas OIIaCHOCTDb

1.3. Yrpo3sl yreuku uHpopmanuu no kanagam [I9MHUH

HHU3Kas OIIaCHOCTD

2. Yrpo3bl HECAaHKIIMOHUPOBAHHOTO JIOCTyNa K MHPOPMAIIH.

2.1. Yrpo3sl yHUUTOXKEeHUsI, XuilleHus annapatHbix cpeactB UCITJIH HocuTenei nnpopma-
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uu mytem ¢usndeckoro gocryna k anemernTam UCI ]I

2.1.1. Kpaxa [I9BM

HHU3Kas OIIaCHOCTD

2.1.2. Kpaka HocuTenei nHbopmarmm

HHU3Kas OIIaCHOCTb

2.1.3. Kpaxa kiroueid 1 aTpuOyToB JJOCTyIA

HHU3Kas OIIaCHOCTD

2.1.4. Kpaxkn, MoguduKanuy, yHUUTOXCHHUS HHHOPMAITIU

HHU3Kas OIIaCHOCTb

2.1.5. BeiBox u3 crpost y3nos [IDBM, kananoB cBsizu

HHU3Kas OIIaCHOCTD

2.1.6. HecaHKIIMOHUPOBAHHBIN JOCTYN K HH(POPMAIUH ITPH TEXHUYE-
CKOM 00CITy>)KMBaHUHU (PEMOHTE, YHHUTOKEHUH) y3710B [I9BM

2.1.7. HecaHKIMOHMPOBAHHOE OTKJIFOUEHUE CPEACTB 3aIUTHI

CpcaHAA ONaCHOCTDb

2.2. Yrpo3bl XUIIEHUs, HECAHKIIMOHUPOBAHHOM MOIUbUKALMK WK OJIOKMPOBaHUA HHMOP-
Maluy 3a cueT HecaHKuoHupoBaHHoro gocryna (HC/I) ¢ npuMeneHnemM nporpaMMHoO-
annapaTHbIX ¥ IPOrPaMMHBIX CPEACTB (B TOM YKCJIE IPOrPaMMHO-MAaTeMaTHUECKUX BO3AEH-

CTBU).

2.2.1. JleficTBHsI BPETOHOCHBIX ITpOrpamMM (BUPYCOB)

CpE€aHAA OITIaCHOCTH

2.2.2. HenexnapupoBanubie Bo3MoxkHOCTU cucteMHoro [10 u I1O nns
00pabOTKM MEPCOHAIBHBIX JTAHHBIX

HHU3Kas OIIaCHOCTDb

2.2.3. YcranoBka 10 He CBSI3aHHOTO C UCIIOJTHEHUEM CITYKEOHBIX 0051-
3aHHOCTEU

HHU3Kas OIIaCHOCTDb

2.3. Yrpo3bl He IpeAHAMEPEHHBIX JIEHCTBUI MOJIb30BaTENEH U HapyIIEHUI 0€3011aCHOCTH
¢dbynxmonuposanust UCII{n u C3I1/IH B ee cocTaBe u3-3a cO0EB B MPOrpaMMHOM oOecTe-
YEHHHU, a TAKXKE OT YIpO3 HEAHTPOIIOIe€HHOIO (CO0EB anmapaTypsl U3-3a HEHAJEKHOCTH 3J1e-
MEHTOB, COOEB AMEKTPONUTAHMS) U CTUXUHHOTO (yIapOB MOJHUIA, TOKapOB, HABOJHEHUHN 1

T.I1.) Xapakrepa.

2.3.1. YTpara xiroueld u aTpuOyTOB J10CTyNa

HHU3Kasa OIIaCHOCTDb

2.3.2. HenpennamepenHnasi Mmoaudukanus (yHUUTOKeHue) nHpopma-
IIUU COTPYIHUKAMU

CpeaHsAs OIaCHOCTb

2.3.3. HenpennamMepeHHOE OTKJIFOUCHUE CPEJICTB 3aIUThI

CpeaH:ias OIAaCHOCTb

2.3.4. BpIxoa U3 CTpOs alnapaTHO-NPOrpaMMHBIX CPECTB

CpeaHAasA ONaCHOCTDb

2.3.5. CO0ii cUCTEeMBI DJIEKTPOCHA0KEHUS

CpeaH:is OIaCHOCTb

2.3.6. Ctuxuiinoe OecTBUE

HHU3Kasa OIIaCHOCTDb

2.4. Yrpo3sl nIpeJHaMEepEeHHBIX AeWCTBUN BHYTPEHHUX HapyUIUTENEH

2.4.1. loctyn k uHopmanuu, MoaupuKalns, yHUYTOKEHUE ITUI] HE
JOMYIIEHHBIX K €€ 00paboTke

HHU3Kas OIIaCHOCTDb

2.4.2. Pa3rnamenue nHGOpMaLuu, MOIU(UKAIS, YHUUTOXKEHUE CO-
TPYJHUKAaMU JONMYIIEHHBIMU K €e 00padoTKe

HHU3Kas OIIaCHOCTDb

2.5.yrpO3LI HCCAHKINMOHUPOBAHHOI'O JOCTYIIA 110 KaHAJIaM CBS3H.

2.5.1.Yrpo3a «AHaim3 ceTeBOro Tpadukay ¢ IepexBaToM repeaaBae-
moii u3 MCIIJIH u npuHUMaeMoi 13 BHEITHUX ceTel MHPpOpMaLuu:

HHU3Kas OIIaCHOCTDb

2.5.1.1. [lepexBar 3a nepenenamMu ¢ KOHTPOJIUPYEMOM 30HbBI

HHU3Kasa OIIaCHOCTDb

2.5.1.2. IlepexBar B npezienax KOHTPOJIUPYEMOM 30HBI BHEIIHUMHU
HapyHIUTEISIMU

HHU3Kas OIIaCHOCTDb

2.5.1.3.1lepexsar B npesenax KOHTPOIUPYEMOM 30HbI BHYTPEHHUMU
HapyIIUTEISIMH.

HU3Kas OIIaCHOCTDb

2.5.2.YTpo3bl CKAaHUPOBAHHUSI, HATPABJICHHBIC HA BBISIBIICHUE TUIIA WU
TUIIOB UCIIOJIb3YEMBIX ONEPALMOHHBIX CUCTEM, CETEBBIX aJJPECOB pa-
6ounx cranuuit UCITJ{H, Tomonoruu ceTu, OTKPBITHIX MOPTOB U
CIIy’K0, OTKPBITBIX CO€AMHEHUH U Jp.

HHU3Kasa OIIaCHOCTDb

2.5.3.Y1po3bl BBISIBICHUS APOJIEH IO CETH

HHU3Kas OIIaCHOCTDb

2.5.4.YTpo3bl HaBsI3bIBAaHKE JIOKHOTO MAPIIPYTA CETU

HHU3Kas OIIaCHOCTD

2.5.5.YTpo3sI MOJIMEHBI IOBEPEHHOTO 00BEKTa B CETH

HHU3Kasa OIIaCHOCTDb

2.5.6.Yrpo3sl BHeIpeHust 105kHOr0 00bekTa kak B MCII/IH, Tak u BO

HHU3Kas OIIaCHOCTD
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BHEITHUX CETAX

2.5.7.Yrpo3sl Tuna «OTKa3 B 00CITY)KMBAHUN HU3Kasl ONIACHOCTh

2.5.8.YTpo3bl yIaJICHHOTO 3a1yCKa MPUII0KEHU HU3Kasi ONACHOCTh

2.5.9.Y1po3bl BHEJIpEHMUSI 110 CETH BPETOHOCHBIX ITPOrpaMM HU3Kasi OIIACHOCTh
1.5. Omnpenesienue aktyaabHocTu yrpo3s B UCIIAH

B cooTBeTcTBUY C ITpaBUIaMHU OTHECEHHS YTPO3bl 0€30MacHOCTH K akTyanbHo, A UCIAx
OINPEACIAIOTCS aKTYaJIbHbIE U HEAKTYaJIbHBIE YIPO3bI.
Tabnuna 4 — [pasuna onpenenenus akryansHocta Y BI1J{H

Bo3moxHOCTB pea-
[Toka3zaTenb OMacHOCTH yTPO3bl

JIU3anuu

0351
yrp Huzkas Cpennsis Bricokas
Huskas HeaKTyaJabHas HeaKTyaabHas aKTyajabHas
Cpennsis HeaKTyaJabHas aKTyajabHas aKTyajabHas
Bricokas aKTyajabHas aKTyajabHas aKTyajabHas
OueHb BBICOKAS

aKTyanbpHas aKTyalbHas aKTyalbHas

OHGHKa AKTYaJIbHOCTH YyI'pO3 0€e30I1acHOCTH npcacCTaBjiCHA B Ta6J'II/II_Ie.

Tabmuna 5 — Akryansaocts YBII/IH

Tun yrpo3 6e3onacnoctu [1/10 Omacrocts,
yIpo3bl
1. Yrpo3bl OT yTEUKH 110 TEXHUYECKUM KaHAJIaM.
1.1. Yrpo3bl yTeuKku aKyCTHUECKOW nHpopMaluu HEeaKTyaJlbHas
1.2. Yrpo3bl yTeuku BUAOBOW HHPOpMALIUU HEAKTyaJIbHasl
1.3. Yrpo3sl yreuku uHpopmanuu no kavagam [I9MUH HEAKTyaJIbHas

2. Yrpo3bl HECAaHKIIMOHUPOBAHHOTO JIOCTyNa K HHGOpMaIUu.
2.1. Yrpo3sl yHUUTOXKEHUsI, XMIeHus annapaTtHbix cpeactB UCIIIH HocuTeneit nnpopma-
1uu nyteM gusndeckoro nocryna k snementam UCIIx

2.1.1. Kpaxa [I9BM HEaKTyajbHas
2.1.2. Kpaxa HocuTeneil uudopmaru HEaKTyajbHas
2.1.3. Kpaxka xirodeit u aTpuOyToB JOCTYIa HeaKTyaJbHas
2.1.4. Kpaxu, Mmoaudukanuu, yHUUTOXKEeHUs HHPOPMALIUU HEaKTyajbHas
2.1.5. BeiBox u3 crpost y3nos [IDBM, kananoB cBsizu HEAKTYyaJIbHasl
2.1.6. HecaHKIIMOHUPOBAHHBIN JOCTYN K MH(POPMAIUK [TPU TEXHUYE- HEaKTyaJlbHas
CKOM 00CITy>)KUBaHUH (PEMOHTE, YHUUTOKeHUN) y3510B [ID9BM

2.1.7. HecaHKIIMOHMPOBAHHOE OTKJIFOUEHUE CPEACTB 3aILUTHI HEaKTyaJlbHas

2.2. Yrpo3bl XUIEHUS, HECAHKLIMOHUPOBAHHOM MOAU(DUKAIINKN UITH OJIOKUPOBAaHUS UHPOP-
Maluy 3a cueT HecaHKIoHupoBaHHoro gocryna (HC/I) ¢ npuMeHeHneM nporpaMMHoO-
anmnapaTHBIX ¥ MPOTPaMMHBIX CPEICTB (B TOM YHCIIE IPOrpaMMHO-MaTeMaTHYECKUX BO3/EH-
CTBUI).

2.2.1. JleiicTBUsI BpPEJOHOCHBIX IPOTrpaMM (BUPYCOB) aKTyajbHas
2.2.2. HenexnapupoBaHHble BO3MOKHOCTH cuctemMHoro I10 u [10 nns HEaKTyalbHast
00pabOTKH MEePCOHAIBHBIX TAHHBIX

2.2.3. YcranoBka [10 He CBSI3aHHOTO C HCTIOJIHEHUEM CITY)KEOHBIX 005- HEaKTyaJbHas
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3aHHOCTEN

2.3. Yrpo3sl He peHAMEPEHHBIX JISHCTBUH MOIB30BaTENeH U HApYyIIEHUH 0€30MacHOCTH
¢dyaxkunonupoanus UCIIa u C3I1/IH B ee cocTaBe u3-3a cO0EB B IPOrpaMMHOM oOecIie-
YEeHUH, a TAK)XKE OT YIrpo3 HEAHTPOIIOTCHHOTO (COOEB armapaTypsl H3-3a HEHAAEKHOCTH dJ1e-
MEHTOB, COO€B AMEKTPONUTAHMS) U CTUXUHHOTO (yI1apOB MOJIHMIA, T0KapOB, HABOJHEHUHN 1
T.Il.) Xapakrepa.

2.3.1. Yrpara kimtoueli 1 aTpuOyTOB J0CTyNa HEaKTyaJbHas
2.3.2. HenpennamepenHnast Mmoaudukanms (yHUUTOKeHUE) nHpopma- aKTyaJIbHast
WU COTPYAHUKAMHU

2.3.3. HenpennamepeHHOE OTKJIIOYEHUE CPEJICTB 3allUThI aKTyajbHas
2.3.4. BIxoj U3 CTpos anmnapaTHO-IPOrpaMMHBIX CPEJICTB aKTyaJibHas
2.3.5. CO0ii cUCTEMBI DJIEKTPOCHA0KEHUS HEaKTyaJbHas
2.3.6. Ctuxwuiinoe GeicTBHE HEaKTyaJbHas
2.4. Yrpo3bl IpeIHaMEPEHHBIX JIEUCTBUI BHYTPEHHUX HAPYIIUTEICH

2.4.1. Joctyn xk uHpOpMaLUU, MOAU(DUKAIS, YHUYTOKECHUE JIUIl HE HEaKTyaJbHas
JOMYIIEHHBIX K e 00paboTke

2.4.2. Pasrnamenue uHGOpMAIIK, MOAU(PHUKAIMS, YHUYTOKECHUAE CO- aKTyaJIbHas
TPYJHUKAaMU JOMYIIEHHBIMU K € 00paboTKe

2.5.YTp03bl HECAHKIIMOHUPOBAHHOTO JTOCTYIIA TIO KaHaJlaM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpadukay ¢ IepexBaToM meperaBae- HEaKTyaJbHas
moit u3 UCII/lH u mprHIMaeMoi U3 BHEIIHUX ceTel nH(OpMaInu:

2.5.1.1. [lepexBar 3a nepejienaMu ¢ KOHTPOJIUPYEMOU 30HbBI HeaKTyaJlbHas
2.5.1.2. [lepexBat B npenenax KOHTPOIUPYEMOI 30HbI BHEIIIHUMHU HEaKTyaJbHas
HapyIIUTEIIMU

2.5.1.3.IlepexBaT B mpenenax KOHTPOIUPYEMOM 30HbI BHYTPEHHUMU HEaKTyaJbHas
HapyIIUTEISIMU.

2.5.2.Y1po3bl CKaHUPOBaHUs1, HAIIPABJICHHBIEC HA BBISIBIICHUE TUIIA WU HEaKTyaJbHas
THUIIOB UCIIOJIb3YEMbIX OIIEPALMOHHBIX CUCTEM, CETEBBIX aJJPECOB pa-

6ounx crannuit UCITJ{H, Tomonoruu ceTu, OTKPBITHIX MOPTOB U

CITyX0, OTKPBITBIX COCTMHEHHM U JIp.

2.5.3.Yrpo3bl BeISIBICHUS TAPOJIEH 1O CETH HEaKTyaJbHas
2.5.4.Y1po3bl HaBsI3bIBAHHE JIO)KHOTO MapIIpyTa CeTH HeaKTyaJbHas
2.5.5.Y1po3bl NOJIMEHBI TOBEPEHHOTO 00BEKTa B CETH HEAKTyaJIbHast
2.5.6.Yrpo3sl BHeApeHUs J0xkHOTr0 oobekTa kak B MCII/IH, Tak u BO HEaKTyaJIbHas
BHEIIIHUX CETIX

2.5.7.¥Yrpo3sl Tumna «OTKa3 B 00CITyKUBaHHUI) HEaKTyaJbHas
2.5.8.Y1po3bl yAaJIEHHOTO 3aIyCKa MPHIIOKEHUN HeaKTyaJbHas
2.5.9.¥Y1po3bl BHEIPEHMUSI 110 CETH BPENOHOCHBIX ITPOrpaMM HEaKTyaJbHas

1.6.3akm0ouenue
bbun BBISBIIEHBI CIIEAYIOIINAE AKTyaJIbHBIE YTPO3BI:
1) [leiicTBHsI BPEJOHOCHBIX IPOrpamMM (BHPYCOB)

2) Henpennamepennas Moaudukanus (yHHYTOKEHUE) HHPOPMALIUU COTPYTHUKAMU

3) HempeanamepeHHOE OTKIIFOUSHHUE CPEIICTB 3aIUThI
4) BeIX0a U3 CTPOS armapaTHO-NPOrPaMMHBIX CPEJICTB

5) Pasrnanienne uwHpoOpMaimu, MOAUGHUKANNS, YHHYTOKECHHE COTPYTHHKAMH, JOMYIICH-
HBIMH K ee 00paboTke

JInst CHUKEHHS OMMACHOCTH peann3annu akTyalbHbIX ¥YBII/[H pexoMeHnyeTcst oCylecTBUTh
CJIEIYIOIINE MEPOIPUATHSL:

1) TIpoBectu 00y4YeHHE COTPYIHUKOB, OMYIIEHHBIX K 00padoTke I1/]H mpaBuiam oOparie-
Hus ¢ [1/IH, TpeGoBaHMSIM HOPMATUBHBIX JTOKYMEHTOB.

2) Pazpabotath nHCcTpyKIMK nonb3oBareneit MCII/H.

16



3) CBOEBpPEMEHHO MPOU3BOIUTH MPOPHUIAKTUIECKOE O0CITYKHBAHUE TEXHUYECKUX CPE/ICTB
NCTI/n.

4) Ilpun pacumpennn 1 MonepHu3auuu VMCII/IH yuuThIBaTh aKTyallbHOCTh BOZHUKHOBEHHS
yrpo3 6e3onacuoctu I1/1H.
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